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Telecom Network Overview

 Private Transport
 Network Architecture
 Telemetry Systems
 Voice Systems

 Network Management
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Private Transport

e Core Network
e Backbone Network
 Equipment

e Fiber Follies
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Core Network % Poversouny
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Typical Backbone Repeater ) | povensouny
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Microwave Equipment b ermsouns

2010.03.04 - UTC Region 3

Microwave Networks
CM6 : OC-3, 3xDS3, 1xDS3, 8xDS1
Space Diversity, Hot Standby

Proxim Wireless
Lynx : IXT1

Exalt Communications
EX-2.4i, EX-5i : 4xT1 + Ethernet

RADwiIn
Air Mux 400
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Multiplex Equipment b ermsouns

Fujitsu SONET
Flashwave 4100
Ethernet, OC-12, OC-3, DS3, DS1

Adtran M13
MX2800 M13 Mux

Adtran Total Access
604, 624, 750

RFL Electronics T1
IMUX 2000
System Protection Functions
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ADSS After Dove Shoot
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ADSS Fiber After Crop Duster
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Network Architecture

« Dynamic Routing
 Equipment
o Security

 Public Transport
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Network Equipment b ermsouns

RuggedCom Firewall Routers
RX1000 : DS3, DS1, Ethernet
OSFP Dynamic Routing

RuggedCom IEEE 1613 Switches
RS1600, RS2100, RS900, RMC40

B&B Electronics Switches
ESDS-100T
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Layered Security 28 Y Poressouns

Substation
LAN

Relaying

Remqte Network
Radio )
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Engineering Office
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Core
Firewall Firewall
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Microwave

Tower
Edge
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Router
osl EMS NoyaTech Rel_aying
EMS Firewall Orlon LX F|¢Id
Router Firewall Switch
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Public Transport Security [ e
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Public Transport Modems b oveasour

BlueTree / Sixnet Cellular Modems
BT-6600, BT-4600

Service Provider Alltel

IDirect INFINTI 3000 VSAT Modem
256 kbps Up / 1500 kbps Down
SDN Global — Atlanta

7 Single Site Remotes

3 Master Nodes for Backhaul

2 Backup Loops — Alternate Routes
2 Control Center Masters

Telecom Network Overview
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DCB Ethernet Tunnels b ermsouns

ET-6620 : Encrypted Ethernet Bridge
Throughput > 200 Mbps

ET-3300 : Encrypted Ethernet Bridge
Throughput 700 kbps

Secure Local Area Network Extension
OSPF Dynamic Routing Support
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Telemetry Systems

 Master Nodes
 Telemetry Radios
 Data Concentrators
e Inter-Tie Telemetry
 Ethernet Modems

 Proofisin the Pudding
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pted Data Link @ 106 kbps

()

Substation
DNPolP RTU

Ethernet

220 MHz Serial Data Link @ 3.8 kbps

Downline
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GE MDS Telemetry Radios b oveasour
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MDS 2710 : 3.2 kbps, -108 dBm @ 220 MHz
MDS 4710 : 9.6 kbps, -110 dBm @ 450 MHz
MDS 9810 : 22.5 kbps, -110 dBm @ 915 MHz

MDS entraNET 900
106 kbps, -106 dBM @ 915 MHz

MDS INET 900 : 256 / 512 kbps, -99 / -92 dBm
MDS INET-II : 512 / 1024 kbps, -97 / -92 dBm
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Cognitive IP Radio

Adapt4 XG1 @ 220 MHz

-103dBm @ 38 kbps
-97 dBm @ 128 kbps
-95 dBm @ 192 kbps

Adaptd XG2 @ 220 MHz
-108 dBm @ 10 kbps
-105 dBm @ 20 kbps
-101 dBm @ 40 kbps

Cognitive Software Defined Radio
ASAP : Automatic Spectrum Adaptation Protocol
SRT : Spectrum Reuse Technology

Telecom Network Overview

E PowerSouTtH
EMERGY COOPERATIVE




DNPoIP Data Concentrator
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Legacy RTU Transport o e

Telecom EMS

Telemetry Telemetry
LAN WAN

Conitel Terminal RuggedCom
Substation RTU OSIMEU Server RX1000

Open Systems International
Energy Management System
Front End Processor
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Ethernet Modems b ermsouns

Digi PortServer TS 8
8 RJ-45 RS-232 Serial Port

DCB EtherPath : Single Port Serial Server
DCB EtherBridge : Convert Serial Radio to Ethernet

NovaTech Orion 5R/LX
16 DB9/Fiber Serial Ports

Telecom Network Overview
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Inter-Tie Telemetry By Y| Poransoun:

Local Shorter
RTU

Primary
Digital
Transducer

BellSouth

Backup
Digital
Transducer

Terminal Lowman
Server RTU

PowerSouth
BCC
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Voice Systems

 Private Mobile Radio
 Telephone System

e Voice Recorder
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From Data over IP to VolP

« 100% IP SCADA Telemetry December 2008
— Full Telemetry Support at both PCC and BCC
— OSPF Dynamic Routing

 Voiceover IP
— Private Mobile Radio Console System
— Internal Phone Systems
— Universal Voice Recorder
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Avtec Console System £a Y Poremsouny
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Avtec Scout : PowerSouth Tab o poresseme
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Avtec Scout : Members Tab
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Avtec Scout : Linc Tab Powezg’.w
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Phone System Upgrade By Y| Poransoun:

G450-GNT | vPGate-BCC | G450-HQT ‘ | vPGate-pcC |

VPI-BCC VPI-PCC

BCC PCC

Fiber @ 1G DS3 @ 45M DS3 @ 45M

GNT HQT LOW MIP

PBX-GNT-CM CM  PBX Application PBX-HQT-CM PBX-LOW-CM PBX-MIP-CM
PBX-GNT-CMM CMM Voice Mail PBX-HQT-CMM

PBX-GNT-AES AES Voice Recording PBX-HQT-AES

PBX-GNT-SIP SIP External VoIP Trunks PBX-HQT-SIP

PBX-GNT-UTIL UTIL  Utility Server PBX-HQT-UTIL PBX-LOW-UTIL PBX-MIP-UTIL
PBX-GNT-DOMO DOMO Domain Zero PBX-HQT-DOMO

PBX-GNT-CONS CONS Console Domain PBX-HQT-CONS

UPS-HQT-A UPS-LOW-A UPS-MIP-A
UPS-HQT-B

UPS-GNT-A
UPS-GNT-B
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Network Management

e Survalent NMS

— Alarm Management

— Performance Monitoring
e Other Monitoring
— Kiwi Syslog Server

— PRTG Latency Measurements

 Reporting & Notification
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Survalent NMS b Y persaun:

sEH LR & ccrE-E-E-0P R RS D L REM-| 4@
’ . PowerSouth Energy Cooperative

» Telecom NMS

—
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Alarm Priorities b ermsouns

 Priority 0 — Normal
— Green = Good

— Also Used for Events
e Swap from Receiver Ato B

* Priority 1 —Warning
— Blue = Warning
* Pre-Acknowledged Abnormal Condition
— Example : Errored Seconds

e Priority 2 — Minor
— Yellow = Caution
* Requires Manual Acknowledgement
— Example : Backup Failed

* Priority 3 — Major
— Orange = Bad
* Requires Manual Acknowledgement
— Example : Traffic Down

e Priority 4 — Critical
— Red = OH CRAP!
* Requires Manual Acknowledgement
— Example : Essential AC Failed
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Alarm Menu

ALL

Active

Unacknowledged

Acknowledged

Prioritized
Blocked

Current Hour
Previous Hour
Current Day

Previous Day

Shelter

Power Systems
Tower Systems
Microwave

Multiplex

Network
Bandwidth

RTU

Summary
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NMS Master Node
Dixie Tower
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Microwave Networks CM6 mozs:».ow

Eq CME.cplt - DIX-MTC-MWR-A
File

DIX-MTC CM6 3xDS3 SD

52 20:13:13.04

A Side B Side TXP [dBm] RSL [dBm] BER [10E-#]
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RSL Historical Data % Poversouny
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Exalt Microwave PowerSourys

m Exalt.cplt - DIX-BAK-MWR-A
Eilz

DIX-BAK Exalt 2.4i 4xT1 + Ethernet

164 8:37.40.81

Mear End FarEnd Mear End Far End Bandwidth [lkbps] RSL [dBm)]

Link Status EER 0.00e+00 0.00e+00

Ethernet Errored

Unavailable

In Fackets ot Fackets

Ucast 1,861 1,538
Mlcast fii 75
Dicard

Errored
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Adtran MX2800 PowerSoury

o ME2800.cplt - DIX-MTC-M13-A

DIX-MTC MX2800 DS3-A =] = €]

Status BEEV LS Circuit Labesl

51 21:41:55.66

Off
QK
QK
QK

OK
QK
OK
OK

HOD-2D01

RFL HQT-MTC-ERE
RFL HQT-WYE

RFL HQT-ORK

RFL HOT-ATM
RFL HQT-BSC-ELS3
RFL HOT-TEH
RFL HQT-BDOC

HOD-203
HOD-210
HOD-211
HOD-A12

HOD-A13
HOD-R14
HOD-A15
HOD-R16

HQOD-217
HOD-218
HOD-213
HOD-220

HOD-221
HOD-R22
HOD-223
HOD-AZ 4

HOD-AZ25
IP SEEC
IP2 HQT-BSC
IP1 HOT-BSC

THE-LO3

D33 Card

Power Supply A @ MNormal
Power Supply : MNormal

Controller : Normal
Controller : Stand-By

D33 Card A @ Normal
033 Card B : Normal

Protection Switches : 0O

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

oo o oD oo oo oO oo oDoo | oo o oo oo OO o0
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RuggedCom RX1000 Router PoweaSoun

Alarm wiew

- ] iyl - |
21 9:57:12.90 28% D Ix' e Ro u te r BW - 1 hour

INCOMING TRAFEIC OUTEOING TEAFFIC Primary Links BW

Port Status & Label ]
kbps Ucast Mcast kbps Uzast Mcast Evg Val % Diff

PO1:DIX 3.12 538 3.22 703 2.07 1.73
POZ:LME .oo 0 .oo 0
POZ:xxx future .00 0 .00 0

PO4:BAK .94 .98

T3A:MTC W22 .83

T3B:PTA .99 .38

PO01:DIX POZ:LME PO04:BRK T3RMTC T3B:FTR
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RuggedCom RS1600 Switch PoweaSoun

DIX RS1600 @

32 8.16:38.48

Port Status & Lakhel kbps-0UT kops-IN Irops

CM& 3DE3 to PTA
CMa 3D83 to MTC
M13-2& to PTA

M13-A to MTC

Exalt Tl to BAEK

NovaTech/Moscad

Digi-TE8

ToolBox

Rx1000 @ Pl
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NMS DNP RTU PowesSouns

Alarm wiew

Dixie Tower

DNP RTU Comm :
DNP Comm Quality :

MOSCAD Comm ;

MOSCAD Restart : |
MOSCAD I/O :

House Door :

Smoke Detector :

Building Temp :

Tower Light Mode :
Beacon Status :
Strobe Status :

Side Lights :

Waveguide Pressure :
Waveguide Pump :

57 % 250 Gallons

118.02 Hours @ 1.20 GPH
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Daily Reports

e Active Alarms
« Bandwidth Delta L
 Blocked Alarms
« CPU Utilization

 Errored Seconds

« FAA Tower Lighting
— Detall, Exceptions

e (Generator
— Fuel Estimate, Run Time

e Loss of Frame
e Rebooted in Last 72 Hours
« Waveguide Pump

77 A 1_L _
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Logging & Notification 9 Y Porssounys

Power : AC, DC, Generator
Equipment : Comm, Reboot
Backup, Failover, Bandwidth

Security Access

Equipment Alarms
SENSATIONAL
SYSLOG

MANAGEMENT: _ Port Status

Comm : RTU, Meter
3 Phase : Volts, Watts, pf

2010.03.04 - UTC Region 3 Telecom Network Overview




Current Projects

 Core Router Upgrades

e NERC CIP Security

 Microwave Expansion in Northern Territory
« Phone System Upgrades

 Private Mobile Radio Narrowbanding

« Smart Grid Communications

e Voice Recorder Installation
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